Disorientation faults in CSIDH
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Abstract. The cryptographic community is actively looking for alter-
natives for protecting our data and communications from adversaries
with a large quantum computer. One of the families of post-quantum
cryptography is based on the hardness of finding isogenies of elliptic
curves. The isogeny-based scheme SIDH and its instantiation SIKE have
recently been broken by a surprising polynomial-time attack. However,
the CSIDH cryptosystem and protocols based on the CSIDH group ac-
tion are not affected by the attack and remain a noteworthy target for
cryptanalysis.

In this work, we investigate a new class of fault-injection attacks against
the CSIDH family of cryptographic group actions. Our disorientation at-
tacks effectively flip the direction of some isogeny steps, resulting in an
incorrect output curve. The placement of the disorientation fault during
the algorithm influences the distribution of the output curve in a key-
dependent manner. We explain how an attacker can post-process a set
of faulty outputs to fully recover the private key. We provide full details
for attacking the original CSIDH proof-of-concept software as well as
the CTIDH constant-time implementation. Finally, we present a set of
lightweight countermeasures against the attack and discuss their secu-
rity. This presentation will focus on analysing the graph of faulty curves
formed in the post-processing stage and getting an intuition on how it
can be used to infer constraints on the secret key. This is joint work with
Gustavo Banegas, Juliane Kramer, Tanja Lange, Michael Meyer, Lorenz
Panny, Krijn Reijnders and Jana Sotédkova.
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